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WHAT TO
EXPECT FROM 
THIS CASE
STUDY? 

Zoomcar had a critical requirement to 

enhance their AWS infrastructure with 

industry-standard best DevOps practices.  

CloudThat’s DevOps team worked closely 

with the client’s development team to 

adhere to DevOps Best practices and 

deploy the new application on AWS 

infrastructure helping them to have 60% 

containerization of applications and 99.9% 

uptime by providing best-in industry 

DevOps competency. 
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ABOUT 
ZOOMCAR 

Zoomcar is an Indian self-drive car rental 

company headquartered in Bangalore, 

India. Zoomcar holds the distinction 

of being India’s first personal mobility 

platform. With a strong focus on the 

mobile experience, Zoomcar allows 

users to rent cars by the hour, day, 

week, or month.  

In 2018, Zoomcar introduced India’s 

first peer2peer based marketplace 

for cars with the launch of its shared 

subscription mobility model. 

CloudThat is a renowned name in 

the cloud arena with its consulting 

& training services since 2012. We 

have a global presence serving 

clients from 28+ countries. As an 

AWS Advanced Consulting Partner 

and AWS Partner for DevOps 

Services Competency we have 

helped small, medium, and big 

organizations to migrate to the 

cloud and reap the benefits of cloud 

adoption and embrace best-in the 

industry DevOps practices.

About CloudThat



The Voice 
of Our Happy 
Client  

You are known for ownership in  Zoomcar DevOps. 
You always come forward willingly to accept  
responsibility and assist people. You believe in the 
outcome and constantly provide constructive input. 
Within a short span of time, you have proved your 
effective DevOps skills

Your assistance is beyond our  expectations, 
especially given our constrained bandwidth. Most 
of the operational difficulties (such as logging)  
could not have been fixed without your assistance.

Mohit Kumar          
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The Zoomcar Challenge  
The client had to enhance their working experience by adapting to 
industry-standard best practices. In this process following challenges 
were encountered:  

The AWS infrastructure for their product needed refinement 
to support customer growth. 

Refine the manual application deployment process that  
delayed the  releases to production. 

Containerizing of the existing microservices running on VMs  
and implementing a robust container orchestration tool.   

Improving the performance, availability, and scalability of current  
workloads was a massive challenge, along with cost optimization.  

Eliminate the lack of observability during the production  
workloads affecting the business.  

Pressing need to set up multi environmental strategy for  
development to production life cycle. 

Defining user and permission management practices. 

Knock out several single point of failures from the system. 
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Our Zoomcar Assessment 
A carefully designed risk assessment checklist for the client to understand  
their existing IT system environments was prepared.  It focused on the security  
posture, networking process, connectivity models, security group management, 
network analysis, continuous monitoring systems and defined Service Level 
Agreements (SLA): 

It was observed that a few  
application servers and web servers 
were  deployed in the public subnet.  

Validation and monitoring of security 
group changes did not exist.   

There were two environments -  
production and non-production  
without any network segregation.   

Access and Secret keys were used in 
EC2 instances.  

High network security risks  
prevailed as firewalls were not  
managed  properly. 

IAM user activity in the AWS account 
was not being monitored. 

The internal applications were  
communicating over the internet 
leading to high cost and security  
challenges. 

A few of the instances were deployed 
in default VPC.  

The developers had permissions to 
production workloads. 

Branching strategy for app  
development was not in place. 

The data in transit and at rest  
was  not encrypted, leading to data  
security risks 

Monitoring and alerting systems were 
not in place. 

Proper life cycle management policies 
were not defined for the data on S3, 
and log rotation was not enabled for the 
application logs on EC2 instances. 

Container and microservices  
connection strategy were not  
defined clearly.  
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The remote access VPN server was 
not scalable, affecting the developer’s 
productivity. 

The infrastructure was being 
deployed manually without any 
standard practices.  

The operating system was old 
and unpatched, leading to high 
vulnerabilities. 

Access and Secret keys were used in 
EC2 instances.  

The autoscaling was implemented 
without any scaling policies.

No defined process for vulnerability 
scanning and patch management 
prevailed. 

Branching strategy for app  
development was not in place. 

Backup and restore strategies were 
not defined. 
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Log aggregation was not enabled. 
Hence, the team had to log in to the 
production workloads in case of 
troubleshooting the production issues.  

Lack of Synchronization between 
developers and DevOps team, 
leading to delays in the application 
release cycle. 
 



The CloudThat 
Solution  

CloudThat’s team worked closely  
with the client’s development team 
and IT team to adhere to DevOps  
best practices and deploy the new 
application on AWS infrastructure.  
The functions were split into  
different domains: infrastructure,  
monitoring, and observability,  
security, networking.

The architecture diagram below  
represents how the applications  
are deployed on the EKS cluster.  
Github is used as a source code  
management tool, Jenkins is used 
to building the docker mages and 
push to AWS ECR. Later, deployment 
is happening on the EKS cluster.

Deployed applications in multiple  
environments like development,  
Quality Assurance (QA), User  
Acceptance  Testing (UAT), and  
production.

Implemented a branching strategy for 
application development to release cycle. 

Employed an egress Virtual Private Cloud 
(VPC) to expose internal services to the 
internet and ensure all the applications in 
different VPCs are with proper network 
segregation. 

Implemented Continuous Integration,  
Continuous delivery, and deployment 
to support hotfixes, rollback on failure, 
multi-environment deployment following 
the DevOps best practices. 

Network-level segregation of different 
applications and having internal app 
communication via AWS backbone  
network was created. 

Implemented application performance 
monitoring in New Relic to understand 
and trace dependencies across the 
distributed system to detect anomalies, 
reduce latency, squash errors, and  
optimize customer’s experience. 

Implemented PagerDuty for on-call 
management, incident response, event 
management, and operational analytics. 

Implemented highly available, scalable, 
fault-tolerant microservices deployed  
on Amazon EKS clusters across multiple 
environments with horizontal pod  
autoscaling and cluster autoscaling  
enabled. 

Ensured availability of Infrastructure 
as a Code using Terraform to perform  
deployment of the infrastructure for  
all the services. 

Established infrastructure monitoring  
with AWS CloudWatch, Prometheus,  
and Grafana with alerts enabled using  
Prometheus alert manager to email  
and Slack channels. 

Setup Amazon OpenSearch Service for 
collecting application logs using Fluent-bit 
and OpenSearch dashboards analyze and 
visualize the application logs. 

Enabled logging at every point possible 
and plan for log storage along with the 
retention policy and access management. 
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Employed Akamai as a content delivery 
network (CDN), cybersecurity, and cloud 
service tool to have services like web  
and internet security. Implementing the 
same for bot detection and alerting  
system to avoid malicious attacks on  
mobile and web applications provides  
an extra edge to the business. 

Created a backup strategy and a disaster 
recovery infrastructure. 

Use Jira Boards for planning, tracking, 
releasing, and reporting the issues to 
have synchronous workflow within 
the teams.  

8 Case Study - Zoomcar



Third Party Technologies Used    
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Akamai is a content delivery network (CDN), a cybersecurity 
and cloud service tool with services  like web and internet 
security. Akamai’s data  visualization tools display how data 
moves across the internet in real-time. It helps to visualize 
global web  conditions, malicious attack traffic, and internet  
connectivity. Akamai is also used for Bot detection and  
alerting system to avoid malicious attacks on mobile and  
web applications.

New Relic helps to understand and trace dependencies 
across the distributed system to detect anomalies, reduce 
latency, squash errors, and optimize the customer experi-
ence. We ensured complete app visibility from backend APIs 
to frontend user devices by using it. Also, it helps rally around 
golden metrics and Apdex scores to identify bottlenecks and 
optimize performance.  

Prometheus is an open-source system monitoring  
and alerting toolkit.  With Prometheus we enabled  
metrics from EKS Cluster instances and EC2 instances 
and EKS tasks to obtain metrics on memory, CPU,  
disk utilization, and network throughput alerting  
system integrated with Slack and email. 

Apache Kafka is an open-source distributed event 
streaming platform used for high-performance data 
pipelines, streaming analytics, data integration, and 
mission-critical applications. We employed it to deliver 
messages at network limited throughput utilizing a  
cluster of machines with latencies as low as 2ms. 
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It helps to accelerate the software development process  
by automating it. Jenkins manages and controls software 
delivery processes throughout the entire lifecycle, including 
build, document, test, package, stage, deployment, static 
code analysis, and much more. 

Terraform is an open-source infrastructure-as-a-code  
software tool that provides a consistent CLI workflow to  
manage AWS. Terraform codifies AWS cloud APIs into  
declarative configuration files. 

Ansible is a radically simple IT automation platform that 
makes your applications and systems easier to deploy 
and maintain. We employed it to automate everything 
from code deployment to network configuration to 
cloud management with no requirements for agents  
to install on remote systems. 



How AWS Services were Used as 
a Part of the Project  
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Employed highly available, scalable, fault-tolerant microservices are  
deployed  on Amazon EKS clusters across multiple environments with  
Autoscaling and Application Load balancers in place. 

The tightly scoped security groups were configured as a virtual  
firewall  for all the AWS workloads to control incoming and outgoing  
traffic accordingly.  

AWS Transit Gateway was used to have secure connectivity between  
VPCs of different apps. 

Employed VPC endpoints to connect VPCs privately with supported  
AWS service achieving the secure data transfer and reducing the  
cost and latency. 

Setup Amazon OpenSearch Service for collecting application logs  
using Fluent-bit and OpenSearch dashboards analyze and visualize  
the application logs.

Use AWS Systems manager for vulnerability scanning and patch  
management. 

Enable AWS CloudTrail logs for all regions stored at a central S3 bucket 
location with log file integrity validation. 

Analyze network in and out to the AWS account using ELB Access logs 
and VPC flow logs. Each one of the logs contains information about the 
packet traversing. 

To ensure high availability of Apache services like Kafka and Zookeeper, 
need to deploy as clusters on EC2. 



The 
Success 
Saga:
Outcomes     

We have successfully built 
a highly secure and robust 
infrastructure to handle 
massive traffic with  
following accomplishments: 

Containerized 60% of the 
applications and deployed them  
on the EKS cluster. 

An enhanced monitoring and  
alerting solution are deployed to  
improve the performance by  
reducing costs.  

Multiple resource optimization  
activities are put into action to  
reduce the overall cost.

Implemented several automation 
solutions using Lambda functions.

Now the client has a continuous delivery process with a restructured DevOps 
team, leading to fewer defects and a change failure rate. In addition, the client  
is now equipped with cross-skilled engineers who can collaborate on various  
projects and achieve better operational support to ensure that the fixes are 
much faster than before. Although team members are assigned to different  
tasks based on their expertise. 

The CI/CD flow has been set up 
using Jenkins. As a result, new 
features are released faster with 
99.9% uptime.  

12 Case Study - Zoomcar



13 Case Study - Zoomcar

OUR JOURNEY
CloudThat  pioneers cloud consultancy 
services with more than a decade of 
experience. We are an AWS Advanced 
Services Partner and an AWS Partner 
in DevOps Services Competency. With 
our prowess we are helping our clients 
with automation, continuous integration 
& continuous delivery (CI/CD), providing 
the best security measures, implementing 
containerization services, all blended 
with AI and ML DevOps culture.

Led by Bhavesh Goswami, Founder 
& CEO, with rich experience of 
implementing challenging projects 
for Amazon and Microsoft prior to his 
entrepreneurial journey. We are driven 
by a 150+ cloud-agnostic and tech-heavy 
dedicated team facilitating organizations 
to accelerate cloud adoption. 
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Why You 
Should Choose 
CloudThat 
Consulting  
Service

We are an AWS Advanced Consulting Partner and a House of All-Encompassing IT  
Services on the Cloud. With our decade of experience in consulting services we  
have helped organizations to define cloud strategy, build solutions, and manage  
their infrastructure. 
 
We offer vivid consulting services like: Multi-Cloud Security & Compliance, Cloud  
Enablement Services, Cloud-Native Application Development, OTT-Video Tech  
Delivery Services, and System Integration Services to 100+ happy clients  
across the globe. 
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Our Industry Partnerships

Thank you for exploring this Case Study with us.  

Stay tuned for cloud solutions offered by CloudThat. 

 

Are you eager to be recognized as DevOps practices driven organization? 

Why Procrastinate, Connect with us Now… 

consulting@cloudthat.com 

+91-8880002200 

https://www.cloudthat.com/consulting/  

https://www.cloudthat.com/consulting/

